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Defend against today's most devious attacks

Fully revised to include cutting-edge new tools for your security arsenal, Anti-Hacker Tool Kit, Fourth
Edition reveals how to protect your network from a wide range of nefarious exploits. You'll get detailed
explanations of each tool’s function along with best practices for configuration and implementation
illustrated by code samples and up-to-date, real-world case studies. This new edition includes references to
short videos that demonstrate several of the tools in action. Organized by category, this practical guide
makes it easy to quickly find the solution you need to safeguard your system from the latest, most
devastating hacks.

Demonstrates how to configure and use these and other essential tools:

Virtual machines and emulators: Oracle VirtualBox, VMware Player, VirtualPC, Parallels, and open-●

source options
Vulnerability scanners: OpenVAS, Metasploit●

File system monitors: AIDE, Samhain, Tripwire●

Windows auditing tools: Nbtstat, Cain, MBSA, PsTools●

Command-line networking tools: Netcat, Cryptcat, Ncat, Socat●

Port forwarders and redirectors: SSH, Datapipe, FPipe, WinRelay●

Port scanners: Nmap, THC-Amap●

Network sniffers and injectors: WinDump, Wireshark, ettercap, hping, kismet, aircrack, snort●

Network defenses: firewalls, packet filters, and intrusion detection systems●

War dialers: ToneLoc, THC-Scan, WarVOX●

Web application hacking utilities: Nikto, HTTP utilities, ZAP, Sqlmap●

Password cracking and brute-force tools: John the Ripper, L0phtCrack, HashCat, pwdump, THC-Hydra●

Forensic utilities: dd, Sleuth Kit, Autopsy, Security Onion●

Privacy tools: Ghostery, Tor, GnuPG, Truecrypt, Pidgin-OTR●
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From reader reviews:

Steven Resnick:

The event that you get from Anti-Hacker Tool Kit, Fourth Edition will be the more deep you rooting the
information that hide in the words the more you get serious about reading it. It doesn't mean that this book is
hard to know but Anti-Hacker Tool Kit, Fourth Edition giving you buzz feeling of reading. The article writer
conveys their point in certain way that can be understood through anyone who read the idea because the
author of this guide is well-known enough. That book also makes your vocabulary increase well. Making it
easy to understand then can go along with you, both in printed or e-book style are available. We propose you
for having this particular Anti-Hacker Tool Kit, Fourth Edition instantly.

Lori McDonald:

Reading a reserve tends to be new life style in this particular era globalization. With examining you can get a
lot of information which will give you benefit in your life. Having book everyone in this world can share
their idea. Textbooks can also inspire a lot of people. Many author can inspire their reader with their story as
well as their experience. Not only the storyline that share in the publications. But also they write about the
ability about something that you need instance. How to get the good score toefl, or how to teach your kids,
there are many kinds of book that exist now. The authors these days always try to improve their skill in
writing, they also doing some research before they write to the book. One of them is this Anti-Hacker Tool
Kit, Fourth Edition.

Loretta Yoder:

Your reading 6th sense will not betray an individual, why because this Anti-Hacker Tool Kit, Fourth Edition
e-book written by well-known writer we are excited for well how to make book that may be understand by
anyone who all read the book. Written with good manner for you, still dripping wet every ideas and creating
skill only for eliminate your own personal hunger then you still doubt Anti-Hacker Tool Kit, Fourth Edition
as good book but not only by the cover but also by content. This is one reserve that can break don't ascertain
book by its cover, so do you still needing a different sixth sense to pick this particular!? Oh come on your
reading through sixth sense already alerted you so why you have to listening to another sixth sense.

Shirley Hinkle:

Are you kind of active person, only have 10 or even 15 minute in your day time to upgrading your mind
expertise or thinking skill also analytical thinking? Then you are receiving problem with the book in
comparison with can satisfy your short time to read it because all of this time you only find book that need
more time to be learn. Anti-Hacker Tool Kit, Fourth Edition can be your answer because it can be read by
anyone who have those short extra time problems.
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