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Key Features

This book covers the latest technologies such as Advance XSS, XSRF, SQL Injection, Web API testing,●

XML attack vectors, OAuth 2.0 Security, and more involved in today's web applications
Penetrate and secure your web application using various techniques●

Get this comprehensive reference guide that provides advanced tricks and tools of the trade for seasoned●

penetration testers

Book Description

Web penetration testing is a growing, fast-moving, and absolutely critical field in information security. This
book executes modern web application attacks and utilises cutting-edge hacking techniques with an
enhanced knowledge of web application security.

We will cover web hacking techniques so you can explore the attack vectors during penetration tests. The
book encompasses the latest technologies such as OAuth 2.0, Web API testing methodologies and XML
vectors used by hackers. Some lesser discussed attack vectors such as RPO (relative path overwrite), DOM
clobbering, PHP Object Injection and etc. has been covered in this book.

We'll explain various old school techniques in depth such as XSS, CSRF, SQL Injection through the ever-
dependable SQLMap and reconnaissance.

Websites nowadays provide APIs to allow integration with third party applications, thereby exposing a lot of
attack surface, we cover testing of these APIs using real-life examples.

This pragmatic guide will be a great benefit and will help you prepare fully secure applications.

What you will learn

Get to know the new and less-publicized techniques such PHP Object Injection and XML-based vectors●

Work with different security tools to automate most of the redundant tasks●

See different kinds of newly-designed security headers and how they help to provide security●

Exploit and detect different kinds of XSS vulnerabilities●

Protect your web application using filtering mechanisms●

Understand old school and classic web hacking in depth using SQL Injection, XSS, and CSRF●

Grasp XML-related vulnerabilities and attack vectors such as XXE and DoS techniques●

Get to know how to test REST APIs to discover security issues in them●

About the Author

Prakhar Prasad is a web application security researcher and penetration tester from India. He has been a
successful participant in various bug bounty programs and has discovered security flaws on websites such as
Google, Facebook, Twitter, PayPal, Slack, and many more. He secured the tenth position worldwide in the
year 2014 at HackerOne's platform. He is OSCP and OSWP certified, which are some of the most widely
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respected certifications in the information security industry. He occasionally performs training and security
assessment for various government, non-government, and educational organizations.
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From reader reviews:

Ruth Davis:

Have you spare time for the day? What do you do when you have considerably more or little spare time?
Yep, you can choose the suitable activity with regard to spend your time. Any person spent their spare time
to take a walk, shopping, or went to the particular Mall. How about open or read a book eligible Mastering
Modern Web Penetration Testing? Maybe it is being best activity for you. You realize beside you can spend
your time with your favorite's book, you can more intelligent than before. Do you agree with the opinion or
you have other opinion?

Thomas Tritt:

Reading a e-book tends to be new life style in this era globalization. With looking at you can get a lot of
information that could give you benefit in your life. Having book everyone in this world may share their
idea. Publications can also inspire a lot of people. Many author can inspire their reader with their story or
their experience. Not only the storyline that share in the guides. But also they write about the knowledge
about something that you need instance. How to get the good score toefl, or how to teach your sons or
daughters, there are many kinds of book that exist now. The authors on this planet always try to improve
their proficiency in writing, they also doing some analysis before they write to their book. One of them is this
Mastering Modern Web Penetration Testing.

Aaron Covington:

Are you kind of busy person, only have 10 or maybe 15 minute in your time to upgrading your mind
proficiency or thinking skill actually analytical thinking? Then you are having problem with the book when
compared with can satisfy your small amount of time to read it because all this time you only find guide that
need more time to be read. Mastering Modern Web Penetration Testing can be your answer as it can be read
by you who have those short extra time problems.

Avis Marguez:

Do you like reading a reserve? Confuse to looking for your favorite book? Or your book was rare? Why so
many question for the book? But any people feel that they enjoy regarding reading. Some people likes
reading, not only science book but in addition novel and Mastering Modern Web Penetration Testing or
others sources were given know-how for you. After you know how the fantastic a book, you feel would like
to read more and more. Science book was created for teacher or perhaps students especially. Those guides
are helping them to add their knowledge. In additional case, beside science publication, any other book likes
Mastering Modern Web Penetration Testing to make your spare time considerably more colorful. Many
types of book like this.
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